Configuracion del cliente de VPN de Cisco para
establecer una VPN con SET-FX

La entidad debera tener activo los protocolos (AH, ESP) y el

puerto UDP 500 bidireccional

1. Instale el cliente de VPN de Cisco. Este lo proveera SET-FX.

2. Seleccione Connection Entries > New.
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Mot connected.
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3. Complete los detalles de la conexion. Estos los proveera SET-FX

| VPN Client | Create Mew YPHN Connection Entry

Connection Entry: |S =kFx

Description: |F'rue|:la$

Host: [200.1.86.101

Authentication ] Tranzport ] B ackup Servers ] Dial-Up ]
f* Group Sauthentication T Mutual Group Aauthentication
Mame: |GRFPCLTEST

FPaszswiord: I

xxxxxxxxxxxx

Confirm Fazsword: I

" Certificate Suthentication

MHame: I J

™ Send Ca Certificate Chain

Eraze Uzer Pazzveord | | Save

I Cancel

Conection Entry: Setfx

Description: Pruebas

Host: 200.1.86.101

Group Authentication: VER DATOS ENVIADOS
Password: VER DATOS ENVIADQOS

De Click en Save cuando haya ingresado los datos



Habilite la opcion de “Enable Transparent Tunneling” y seleccione “IPSec
over UDP (NAT/PAT)

“ YWPM Client | Create New YPMN Connection Entry

Connection Entry: |

Description: |

Host: |

Authertication Backup Servers ] Dial-Up ]

v Enable Transparent Tunneling

i+ |PSec over LUDP { MAT / PAT )
i~ IPSec over TCP TCP Port: | 110000

I Allow Local LAM Access
Peer response timeout (seconds): | 50

Erase Lser Password | | Save I Cancel

4. Seleccione la conexion creada y de click en Connect.

# status: Disconnecied | YPN Client - Yersion 4.8.01.0300
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Mot connected,

5. Ingrese el usuario y password entregado por SET-FX.

# ¥PN Client | User Authentication for “my_remok ﬂ

Enter Uzername and Pazsward.

Cisco SysTEMs

Username: Imart}'

« Pazsword: I’“"“"“‘"x

k. [_: I Cancel

6. Una vez la conexion se establezca, seleccione Status->Statistics para
verificar los detalles del tunel de encripcion.




# ¥PN Client | Statistics x|

IHDute Dretailz I Firgwmall I

Addrezs Information Connection Information
Clignt; 17216.1.100 Entry: my_remate_Ypr
Server 1010102 Time: [ day(=], 00:01.31
Bytes Crypto
Receved: 240 Encrption: 168-bit 3-DES
Sent: 4E316 Authentication: HMALC-SHAT
Packets Tranzport
Encropted: 332 Tranzparent Tunneling: [nactive
Decrypted: 4 Local Lak: Digzabled
Digcarded: 137 Compression: M one
Bypazzed: A1
Reszet |

LCloze | %l

This window shows split tunneling information:

# ¥PN Client | Statistics x|

Tunnel Detailz | iRoute Details: IFirewaII I

Local LAN Routes Secured Routes
Metwirk. I Subret Mask I Metwork. Subret Mask
0.0.00 0.0.00

LCloze :‘3 |




